What security depends on . .

Authentication of principals

• access is via TRANSIENT principals

• � can the invoker’s process-ID be forged ?

• � what PERSISTENT entity is responsible ?

• � how was the PERSISTENT entity identified ?

Protection of secrets

• either fn or *SECRET* must be guarded

� usually fn is in the public domain

• risk of cryptographic attack

� greater for persistent RMCs

� can tune the fn to the context

Enforcement of access controls

• use of wrappers for transparency

• need for secure workstations (server side only?)

• no magic remedies !